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INTRODUCTION

AMI was recently informed of an external security review performed by Nozomi Labs of a system that could use AMI-
based code. The security review was first reported in a Blog Post containing 13 vulnerabilities. 9 of the vulnerabilities
did not affect MegaRAC SPX and are instead a part of the system that was tested. 4 of the vulnerabilities involved code
that is a part of MegaRAC SPX.

SECURITY VULNERABILITIES AND AFFECTED STATUS

Not Affected: CVE-2021-26727, CVE-2021-26728, CVE-2021-26729, CVE-2021-26730, CVE-2021-26731, CVE-2021-
2673, CVE-2021-26733, CVE-2021-44776, CVE-2021-44467

Affected: CVE-2021-44769, CVE-2021-46279, CVE-2021-45925, CVE-2021-4228

AFFECTED STATUS AND REMEDIATION INFORMATION

Vulnerability CVSS Vector CVSS Fix Version
Score
CVE-2021-44769 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 4.9 SPx_12-update-5.00
SPx_13-update-3.00
CVE-2021-46279 CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:L/A:L 5.8 SPx12-update-7.00
SPx13-update-5.00
CVE-2021-45925 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N 5.3 SPx13-update-5.00
SPx12-update-7.00
CVE-2021-4228 CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:L/A:L 5.8 SPx_12-update-3.00
SPx_13 — not affected

Change History

12-20-2022 1.00 First publication of the document


https://www.nozominetworks.com/blog/vulnerabilities-in-bmc-firmware-affect-ot-iot-device-security-part-1/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44769
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-46279
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-45925
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-4228
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